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HICAPS Connect is an application that allows your Practice Management Systems (PMS) software to “talk”
to the HICAPS terminal.

If you are running a firewall on your computer you may need to open ports through the firewall to allow the
2 programs (your PMS Software and HICAPS Connect) to talk to each other.

As there are many different types of firewalls and brands we cannot explain the process for opening ports for
all of them. We recommend that you consult your user guide or help file about the firewall on your particular
system. In this case, we are walking through the process for the Windows XP (SP2) firewall.

Exception Setting

It is recommended that you allow the following ports even if the Terminal is standalone (Not Network Connected).

HICAPS Connect — TCP 11000
TCP — 11000

HICAPS Connect — UDP 11001
UDP — 11001

It is also suggested that you restrict these open ports to the local subnet.

Warning: Allowing ports to run through your firewall may result in damage to your computer, network, software
and stored data. You acknowledge and agree that any use of the information contained in this document by you
and any opening of ports on your system is solely at your risk and that HICAPS Pty Ltd is not responsible or liable
for any loss or damage you suffer (including indirect or consequential loss) as a result of that. HICAPS makes

no representations or warranties about the suitability, reliability or accuracy of the information contained

in this document.



Opening Ports on Microsoft Windows XP

Attached is a description on how to open ports for Microsoft Windows running Service Pack 2

Select the following:

Start — Control Panel — Network Connections — Local Area Connection

-4 Local Area Connection Status

“General | Suppor |
Connection
Status: Cornected
Diuration § daps 085257
Spesd 100.0 Mbps
Ackpaly
!
Sent — —  Received
ks
Packets 1309748 | 1,696,058
|_Boperbes || Disble |

- Local Area Connection Properties

| General | Authentication | Advanced
Wwimdiows Frewall
Protect my compuier and network by limiting

of preventing sccess to this complter from
the Internet

IF pou're not sure how to 52t these properhies, use
the Metwork 5etup Wizard nstead

[ ok

|| Cancel

Then left click on the Properties button

Select the Advanced Tab
Then left click on the Settings button



Opening Ports on Microsoft Windows XP

= Windows Firewall ri|

‘Windows Fuewal iz helping to protect pour PC

‘windows Firewall helps protect pous computes by preventing unauthonzed usens
hon ganing access o youwr computer theough the Intemet of & network

@ (%) On [recommended]
Thiz settng blocks all cutside sowces fom connecting to ths
computes, wath the exceplion of thase telectad on the Excephons Lab
[l Don't allow exceptions
Selact thiz when pou connect to public networks in ezt secue
locabons, such ar anports. Y'ou wall ot be notified when ‘Windows
Feewall blocks programs. Selections on the Exceptions: tab vl be
grioted
@ (1 0ff [not tecommended]

Avoid usng this setting. Tuming off ‘Windows Firewall may male thes
computes mone vulnersble 1o viruses and intiuders

[ ok ]| concel |

** Windows Firewall

| General| Exceptons | Advanced|

\Windows Frewall iz blocking mcoming retweork, connections, except for the
programs and tervices selectad below. Addng exceplions alow: some programs
to weork better but might ncreass pour securnty sk

Programs and Services
Hame
|| File and Printes Shanng
M Hicap:ConnectSeraceController
[ Mchlee Framework Service
[ M owmiloadsS erve
[ Metwork Disgnostics for Windows <P
Remole Arsistance
[ Rermote Desklop
[J UPRP Framevactk

| AddPogam. | [ AddPat. ][ Eas. |

[#] Diisplay a potification when Windows Frewall blocks a program

‘what ate the ks of allowing exceplion:?

[ ok || Cance

Select the Exceptions Tab

Then left click on the Add Port... button

For more information relating to exceptions
click on the link — “What are the risks of
allowing exceptions” in the Exceptions Tab



Opening Ports on Microsoft Windows XP

Add a Port rzi

Use these settings to open a port throuwgh Windows Frewall To find the port

number and protocol. consult the documentation for the program or service you
want o use.

Name: HICAPS Connect - TCP 11000
Port number: 111000
®I1cp O uop

the i i ?

Change scape... | ok J[ conce |

Type Name = HICAPS Connect — TCP 11000
Port number = 11000
Click on the radio button TCP

Then click on Change scope...

Change Scope E|

To specify the set of computers for which this port or program i3 unblocked, click an
option bekow

To specify a custam list, type a list of IP addiesses, subnets, or both, separated by

COmimas.

() Ary computer [including those on the Intemet]

() Custom st

Example: 192.168.114.201,192.168.114.201/255.255.255.0

| ok || cancel |

Click on the radio button My network (subnet) only



Opening Ports on Microsoft Windows XP

** Windows Firewall

Windows Firewall i blocking mcoming network. connections, except for the
programs and services selected below. Adding excephions allows tome programs
to work better but might increase your secunty nsk

Programs and Services:

M ame

[ File and Printer Shaning
O Hyp=ECR_app

[] Remote Assistance

[ Remote Deskiop

O UPAP Framework.

X

| AddProgram.. | [ AddPor. ||  Edt. | Delets

Display a notification when Windows Fiewal blocks a program

\what are the rsks of allowing exceptions?

| ok || Ccancel

Then left click on the Add Port... button




Opening Ports on Microsoft Windows XP

Add a Port X

Lize these settings to open a poit through Windows Frewall. To find the paort
nurmber and protocol. consult the documentation for the program of service you
want to uge

Name: |HICAPS Connect - UDP 11001
Port rumber: | 11001
O1ce ®uor

the risks 7

Change scope ok J[ Concel |

Type Name = HICAPS Connect — UDP 11001
Port number = 11001
Click on the radio button UDP

Then click on Change scope...

Change Scope

option below

To specify a custam list, type a list of IP addiesses, subnets, or both, separated by
COmmas.

() Ary computer [including those on the Intemet]

() Custom st

Example: 192.168.114.201,192.168.114.201/255.255.255.0

X

To specify the set of computers for which this port or program i3 unblocked, click an

| ok || cancel |

Click on the radio button My network (subnet) only




Opening Ports on Microsoft Windows XP

™ Windows Firewall ri

Windows Firewall i blocking mcoming network. connections, except for the
programs and services selected below. Adding excephions allows some programs
to work better but might increase your secunty nsk

Programs and Services:

¥ HICAPS Connect - TCP 11000
M HICAPS Connect - UDP 11001

Wl HicapsConnecis erviceLontiolier
Mchfes Framework Service

[ MxDowrnloadS erver

[ Metwork Diagnostics for windows 2P
Aemote Assistance

[ Remote Dezkiop

CJ UPRP Framewveork,

[addPogam. | [ AddPar. | [ Edt. | Dews

Display a notification when Windows Fiewal blocks a program

‘what are the nsks of allowing exceptions?

| ok || Ccancel

HICAPS Connect should now function with your selected Practice Management System.
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