Practice Management Systems Technical Specifications - Hyerlane
Port Exceptions

Hyperlane is an application that allows your Practice Management Systems (PMS) software to
communicate with the HICAPS terminal.

If you are running a firewall on your computer you may need to open ports through the firewall
to allow the 2 programs (your PMS Software and Hyperlane) to communicate with each other.

As there are many different types of firewalls and brands we cannot explain the process for
opening ports for all of them. We recommend that you consult your user guide or help file about
the firewall on your particular system. In this case, we are walking through the process for the
Windows XP (SP2) firewall.

Exception Setting

It is recommended that you allow the following ports even if the Terminal is
standalone (Not Network Connected).

Hyperlane — TCP 11000
TCP - 11000

Hyperlane — UDP 11000
UDP - 11000

Hyperlane — UDP 11001
UDP - 11001

It is also suggested that you restrict these open ports to the local subnet.

Warning

Allowing ports to run through your firewall may result in damage to your
computer, network, software and stored data. You acknowledge and agree that
any use of the information contained in this document by you and any opening of
ports on your system is solely at your risk and that HICAPS Pty Ltd is not
responsible or liable for any loss or damage you suffer (including indirect or
consequential loss) as aresult of that. HICAPS makes no representations or
warranties about the suitability, reliability or accuracy of the information
contained in this document.
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Opening Ports on Microsoft Windows XP Service Pack 2
Attached is a description on how to open ports for Microsoft Windows running Service Pack 2

Select the following
Start — Control Panel — Network Connections — Local Area Connection

- Local Area Connection Status

General | Support
Connection
Statuz: Connected
Diuration: 4 days 08:52:57
Speed: 100.0 Mbps
Activity
- = -
Sent - ‘JT Received
|
‘_--_H
Packets: 1,389,748 1,696,058
| Properties | [ Dizable
Then left click on the Properties button
-Qlu:use
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Opening Ports on Microsoft Windows XP Service Pack 2

-4 | ocal Area Connection Properties

General | &uthentication | Advanced

“Windowes Firevall

Protect my computer and network, by limiting
or preventing access to this computer franm
the Internet

|F you're not sure how to set these properties, use
the Network Setup YWizard instead.

Select the Advanced Tab
Then left click on the Settings button

0K H Cancel ]

%= Windows Firewall

General | Exceptions || Advanced

windows Firewall helps protect pour computer by preventing unauthorized uzers
fram gaining access to your computer through the Intemet or a network.

@ oo )

Thiz zetting blocks all outside sources from connecting o thiz
computer, with the exception of those selected on the Exceptions tab.
I Don't allow exceptions
Select thiz when you connect to public networks in less secure
locations, such ag airparts, ¥ ou will not be notified when Windows

Firewall black s programs. Selections on the Exceptions tab will be
ignored,

@ O Dff [not recommended])

Avoid using thiz zetting. Tuming off Windows Firewall may make this
computer mare vulherable to viruges and intruders.

What else should | know about Windows Firewall?

0K ] [ Cancel

Select the Exceptions Tab
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Opening Ports on Microsoft Windows XP Service Pack 2

= Windows Firewall

General | Exceptions | Advanced

Wwindows Firewall iz blocking incoming network, connections, except for the
programs and services selected below, Adding exceptions allows zome programs
to work better but might increase your security rigk.

Frograms and Services:

Mame

[ File and Prirter Sharing
O HyperECR_app

[ Remate Aszistance

[ Remate Desktop

O UPRP Frammewark

| 4ddProgiam.. | | AddPot. || Edt. |

Dizplay a natification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

QK. ] l Cancel

HICAPS Pty Limited (ABN 11 080 688 866)

A wholly owned subsidiary of National Australia Bank (AB 12 004 044 937)

Then left click on the Add Port...
button

For more information relating to
exceptions

Click on the link — “What are the
risks of allowing exceptions” in the
Exceptions TAB
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Opening Ports on Microsoft Windows XP Service Pack 2

Add a Port x|

Ilze these zettings bo open a part thraugh 'windows Firewall. To find the port
number and protocal, consult the documentation far the program or service pou
want ta uge.

Mame: |Hyperlane - TCP 11000

Port number; |11 00

®1IcP (O UDP

What are the risks of opening a port?

|

Type Name = Hyperlane — TCP 11000
Port number = 11000
Click on the radio button TCP

The Click on Change scope...

Change Scope E|

To zpecity the zet of computers for which this port or program is unblocked, click an
option below,

To zpecify a custom list, type a list of IP addreszzes, subnets, or both, zeparated by
COMMmas.

i) Ay computer [including those on the Intermet]

(%) My netwirk, [subnet] ol

i) Custom list;

Example: 192.168.114.201 192168114201 /2585 255.255.0

[ ak. ] [ Canicel

Click on the radio button My network (subnet) only
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Opening Ports on Microsoft Windows XP Service Pack 2

= Windows Firewall

General | Exceptions | Advanced

“Windows Firewall iz blocking incoming network, connections, except far the
pragrams and services selected below, Adding exceptions allows zome pragrams

b wiark, better but might increase your securniby rizk.

Erograms and Services:

M ame

[ File and Printer Sharing
I HyperECR_app

[0 Remote Assiztance

I Remate Desktop

(1 UPnP Framework,

| AddProgiam... | | AddPor.. | [ Edt. |

Dizplay a notification when ‘Windows Firewall blocks a program

What are the rizks of allowing exceptions?

[ Ok ] [ Cancel

Then left click on the Add Port... button
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Opening Ports on Microsoft Windows XP Service Pack 2

Edit a Port 3

|1ze theze settingz to open a port through Yindows Firewall. To find the part
number and protocol, consult the documentation for the program or service pou
want to use.

Mame: | Hyperane - UDP 11000

Port number; | 17000

QO1cP () UDP

What are the rizks of opening a port?

Change scope. ..

Type Name = Hyperlane — UDP 11000
Port number = 11000
Click on the radio button UDP

The Click on Change scope...

Change Scope E|

T o zpecity the set of computers for which this part or progranm is unblocked, click an
option below,

To zpecity a custom list, type a list of IP addreszes, subnetz, or both, separated by
COMMaE.

i) Arw computer [including thoze on the Intermet]

(%)M netwark [zubnet] onlg

{3 Custom list:

Example: 192.163.114.201.132.165.114.201 /255, 255.255.0

[ ak. ] [ Caticel

Click on the radio button My network (subnet) only
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Opening Ports on Microsoft Windows XP Service Pack 2

= Windows Firewall

General | Exceptions | Advanced

“Windows Firewall iz blocking incoming network, connections, except far the
pragrams and services selected below, Adding exceptions allows zome pragrams

b wiark, better but might increase your securniby rizk.

Erograms and Services:

M ame

[ File and Printer Sharing
I HyperECR_app

[0 Remote Assiztance

I Remate Desktop

(1 UPnP Framework,

| AddProgiam... | | AddPor.. | [ Edt. |

Dizplay a notification when ‘Windows Firewall blocks a program

What are the rizks of allowing exceptions?

[ Ok ] [ Cancel

Then left click on the Add Port... button
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Opening Ports on Microsoft Windows XP Service Pack 2

Edit a Port x|

|1ze theze settings to open a port through *indows Firewall. To find the part
number and protocol, consult the documentation for the program or service pou
want o uze.

Mame:; Hyperane - IDF 11001

Port number; | 17001

QO 1cP (*) UDP

What are the rizks of opening a port?

Change scope...

Type Name = Hyperlane — UDP 11001
Port number = 11001
Click on the radio button UDP

The Click on Change scope...

Change Scope E|

To zpecity the zet of computers for which this port or program is unblocked, click an
option below,

To zpecify a custom list, type a list of IP addreszzes, subnets, or both, zeparated by
COMMmas.

i) Ay computer [including those on the Intermet]

(%) My netwirk, [subnet] ol

i) Custom list;

Example: 192.168.114.201 192168114201 /2585 255.255.0

[ ak. ] [ Canicel

Click on the radio button My network (subnet) only
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Opening Ports on Microsoft Windows XP Service Pack 2

= Windows Firewall

General | Exceptions | Advanced

“Windows Firewall iz blocking incoming network, connections, except far the
pragrams and services selected below, Adding exceptions allows zome pragrams
b wiark, better but might increase your securniby rizk.

Erograms and Services:

M ame

[ File and Printer Sharing
I HyperECR_app
Hyperlane - TCP 11000
Hyperlane - UDP 11000
Hyperlane - UDP 11001
[ Remnte Azsistance

[J Remate Desktop

[ UPAP Frameswark,

| AddPogiam.. | [ AddPor. | [ Edi. ][ Dekte

Dizplay a notification when ‘Windows Firewall blocks a program

What are the rizks of allowing exceptions?

[ Ok ][ Cancel ]

Hyperlane should now function with your select Practice Management System.
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